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Identity Existence 

Does the identity 
claimed exist? 

Evidence: 
Government-issued 

documents, data, 
profile, records 

Note: could be a 
legal or natural 

person 

Identity 
Verrification 

Is the 
individual/entity 

presenting 
themselves who they 

claim to be? 

Evidence: 
Knowledge, 
inherence, 

possession, third-
party verification 

User 
Authentication 

(Enrolment/initial 
authentication) 

How can the user re-
authenticate 

themselves simply 
and easily? 

Evidence: Accounts 
with framework 

identity providers, 
authentication 

frameworks 

Activity: issuance of 
tokens, enrolment of 

biometrics, ... 

Re-authentication 

Is the user the same 
as enrolled? 

Evidence: physical 
and data tokens and 

authentication 
technologies which 
may or may not be 

personal e.g. 
geolocation 

Information & 
Attribute Exchange 

What can be 
disclosed about the 

user?  

Evidence: 
Information held by 

other partiese.g. 
DVLA, DWP 

Activity: 
Confirmation or 

disclosure of data 
related to the 

identity 

Risk Assessment 

What  risk does a 
complex 

transactioon 
represent 

Evidence: 

• Assess risk of 
sender 

• Validate Recipient 

• Confirm ownership 
of Recipient 
Account 

• Check for historic 
fraudulent use of 
the Account 
number. 

• AML/ATF/Sanction
s checking of 
Recipient 

Identity 
Monitoring/Fraud 

data sharing 

Have previous 
transactions to/from 

this account been 
fraudulent? 

Evidence: Third-party 
information related 
to reported financial 
crime via an industry 
data sharing scheme 

with law 
enforcement 

Activity: Ongoing 
monitoring of in 
identity asserted 

Account 
Management 

Is it the payment 
service user making 

a non-payment 
transactions 

Authentication of 
the payment service 

provider and 
payment service user 

e.g. confirmation on 
the telephone that 
the PSP is really the 

PSP, not just the PSU 

Pre-transaction

Post Tx

At point of initiation Post-transaction 
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Post Tx
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